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1. Introduction

1.1 The school collects a large amount of personal data including: pupil records, staff
records, names, and addresses of those requesting prospectuses, references, fee
collection, as well as the many different types of research data used by the school. In
addition, it may be required by law to collect and use certain types of information to
comply with statutory obligations of Local Authorities (LAS), government agencies
and other bodies.

1.2 Personal information is any information that relates to a living individual who can
be identified from the information. This includes any expression of opinion about an

individual and intentions towards an individual. It also applies to personal data held

visually in photographs or video clips (including CCTV) or as sound recordings.

For staff we hold the following data;
e Payroll number and Bank details
e Student/ Post grad loan information
e Pension Scheme information
e Date of birth
e Gender
e Ethnicity
e First language
e National Insurance Number
e Teacher reference number (or other relevant qualification reference numbers)
e Qualifications
e DBS number and information to complete this check such as passport number
e Telephone number
e Next of kin
e Email address
¢ Eligibility for School Work Force Census
e Medical information
For students we ask for the following data prior to admission onto Newall Green

Primary School’s roll, via the NEWALL GREEN PRIMARY SCHOOL CONTACT / ADMISSION
FORM;

e Name
e Address



e Emergency Contact numbers

e Family members / other adults within the household

e Medical Information including allergies or Special Educational Needs /
disabilities

e Date of birth

e Gender

e Email address

e Unique Pupil reference Number

e Previous schools

e Doctor’s details

e Where appropriate agencies are supporting a family

e Eligibility for Free School Meals / Pupil Premium

e Ethnicity

e First language

e In Service (if the parents are in the armed services)

e In Care of Local Authority (LAC)

e Young carer

e Subject to a child protection plan

e Permission for a child to have photos/ videos, sun cream, emergency medical
treatment, outings that do not require motorised transport and permission to
use the internet or email.

e Parent/ School agreement — attendance, following rules and consent for data

use.

1.3 This policy and procedure explains the duties and responsibilities placed on the
school under the legislation relating to data protection issues to ensure that all data
is handled and stored securely. The document also explains the processes available
to individuals to access information held by the school.

2. Scope

2.1 This policy relates to all employees, volunteers, contractors, pupils and parents.
It also explains how members of the public may request information held by the
school.



3. Data Protection Act 1998

3.1 The Data Protection Act 1998 describes how organisations must collect, handle,
and store personal information. The rules apply regardless of whether the data is
stored electronically, on paper or in other formats.

3.2 In accordance with the Act, individuals may make a Subject Access Request
(SAR), to see any personal information relating to them held by an organisation.

3.3 To comply with the law, personal information must be collected and used fairly,
stored safely and not disclosed unlawfully.

3.4 The Data Protection Act1998 is underpinned by eight important principles. These
state that personal data must:

Be processed fairly and lawfully

Be obtained only for specific, lawful purposes

Be adequate, relevant and not excessive

Be accurate and kept up to date

Not be held for any longer than necessary

Processed in accordance with the rights of data subjects

Be protected in appropriate ways

Not be transferred outside of the European Economic Area (EEA), unless that
country or territory also ensures and adequate level of protection.

3.5 To comply with the Data Protection Act the school must:

e Manage and process personal data properly
e Protect the individuals’ right to privacy
e Provide an individual with access to all personal data held on them.

3.6 The school has a legal responsibility to comply with the Act. The school, as a
corporate body, is named as the Data Controller under the Act.

3.7 Data Controllers are people or organisations who hold and use personal
information. They decide how and why the information is used and have a
responsibility to establish workplace practices and policies that are in line with the
Act.

3.8 Every member of staff that holds personal information has to comply with the Act
when managing that information.

3.9 The school is committed to maintaining the eight principles at all times. This
means that the school will:

e inform Data Subjects why they need their personal information, how they will
use it, and with whom it may be shared. This is known as a Privacy Notice.

e check the quality and accuracy of the information held

e apply records management policies and procedures to ensure that information
is not held longer than is necessary.

e ensure that when information is authorised for disposal it is done appropriately

e ensure appropriate security measures are in place to safeguard personal
information whether that is held in paper files or on a computer system.



e only share personal information with others when it is necessary and legally
appropriate to do so

e set out clear procedures for responding to applications for access to personal
information known as Subject Access requests in the Data Protection Act (see
paragraph 4)

e train all staff so that they are aware of their responsibilities and of the school’s
relevant policies and procedures

e The school will not share your information with a third party such as Human
Resources, Occupational Health and Pay Roll without your consent.

e We will not use your data in any ‘automated decision tools.’

e We make sure that any third parties that we use as an organisation have
verified that they follow the same GDPR principles set out above.

e If a member of staff wishes us to share information with a ‘receiver of
information’ outside the European Union we will follow the guidelines set out
in our International data transfer Policy.

e We do not take Personal Data home and as part of our processing we use
secure systems such as encrypted electronic transfers via email. All accounts
we use are password protected.

e Staff have the right to withdraw consent for data processing (where we are
processing their data under the ‘consent’ lawful basis)

4. Dealing with Subject Access Requests

4.1 Any individual, including members of staff, parents and pupils, has the right of
access to information held about them. However, with children, this is dependent
upon their capacity to understand. As a general rule, a child of 12 or older is
expected to be mature enough to understand the request they are making. If the
child cannot understand the nature of the request, someone with parental
responsibility can ask for the information on the child’s behalf.

4.2 Requests for personal information must be made in writing and addressed to the
Headteacher. If the initial request does not clearly identify the information required,
then further clarification may be sought from the enquirer.

4.3 The response time for Subject Access requests, once officially received, is 40
calendar days, irrespective of school holiday periods.

4.4 There are some exemptions to the right to Subject Access data that apply in
certain circumstances or to particular types of personal information. The following
examples are provided for indicative purposes only and are not intended to be
exhaustive:

¢ Responding to a request may involve providing information relating to another
individual (a third party). Third party information is that which identifies
another pupil/parent or has been provided by another agency, such as the
Police, Local Authority, Health Care Professional, or another school. Before
disclosing third party information consent should normally be obtained. There
is still however a need to adhere to the 40-day statutory timescale.

e Any information which may cause serious harm to the physical or mental
health or emotional condition of the pupil or another individual involved should
not be disclosed, nor should information that would reveal that the child is at
risk of abuse, or information relating to court proceedings.



4.5 In certain circumstances it may be appropriate to provide redacted (information
edited or removed) to protect the legal rights of named individuals or agencies.

4.6 Therefore all information must be reviewed prior to disclosure. Where there are
concerns over the disclosure of information then appropriate professional advice
should be sought where necessary.

4.7 Where redaction has taken place then a full copy of the information provided
should be retained in order to establish, if a complaint is made, what was redacted
and why.

4.8 Information can be viewed at the school with a member of staff on hand to help
and explain matters if requested, or provided at a face to face handover. The views
of the applicant should be taken into account when considering the method of
delivery. If the applicant has asked for the information to be posted then special next
day delivery or recorded delivery postal service must be used.

5. The Education (Pupil Information) (England) Regulations 2005

5.1 The Education (Pupil Information) (England) Regulations 2005 only apply to
maintained schools, although academies and free schools may elect to follow the
principles of the Regulations.

5.2 The Regulations require schools to make a pupil’s educational record available
for inspection by the parent, free of charge, within 15 school days of the receipt of a
written request from the parent. In addition, the parent is entitled to receive an
annual report and to discuss the contents of the report with the child’s teacher’

6. Dealing with arequest in accordance with The Education (Pupil Information)
(England) Regulations 2005

6.1 All requests must be made in writing to the Headteacher.

6.2 The identity of the requestor must be established before the disclosure of any
personal information, and checks should also be carried out regarding proof of
relationship to the child.

6.3 Evidence of identity can be established by requesting production of:

passport

driving licence

utility bills with the current address
Birth / Marriage certificate

Credit Card or Mortgage statement

Please note that this list is not intended to be exhaustive.
6.4 The school will make a pupil’s educational record available for inspection, free of
charge, to a parent / legal guardian within 15 school days of receipt of the parent’s

written request and will also provide a written copy of the record if requested to do
SO.



7. The Freedom of Information Act 2000

7.1 The Freedom of Information Act 2000 provides public access to information held
by public authorities. It does this in two ways:

e Public authorities are obliged to publish certain information about their
activities; and

e Members of the public are entitled to request information from public
authorities.

7.2 Recorded information includes printed documents, computer files, letters, emails,
photographs, and sound or video recordings.

7.3 The Act does not give people access to their own personal data (information
about themselves). If a member of the public wants to see information that a public
authority holds about them, they should make a Subject Access Request under the
Data Protection Act 1998.

7.4 Anyone can make a freedom of information request — they do not have to be UK
citizens, or resident in the UK. Freedom of information requests can also be made by
organisations, for example a newspaper, a campaign group, or a company.

7.5 Employees of a public authority can make requests to their own employer,
although good internal communications and staff relations will normally avoid the
need for this.

7.6 Please note that reference in the Freedom of Information Act 2000 to “public
authorities” applies to all publicly funded schools and academies.

8. Dealing with a request under the Freedom of Information Act

8.1 Any letter or email to the school asking for information is a request for recorded
information under the Act, although it may be more appropriate to deal with routine
requests for information in accordance with normal procedures.

8.2 The provisions of the Act need to come into force only if:

e The school cannot provide the requested information straight away; or
e The requester makes it clear they expect a response under the Act.

8.3 For a request to be valid under the Freedom of Information Act it must be in
writing (includes email), however requesters do not have to mention the Act or direct
their request to a designated member of staff.

8.4 The school has two separate duties when responding to these requests:

e to tell the applicant whether they hold any information falling within the scope
of the request;

and
e to provide that information

8.5 In accordance with the Act the school will normally respond to the request within
20 working days.



8.9 The school may refuse to provide information requested under the Act in the
following limited circumstances:

e It would cost too much or take too much staff time to deal with the
request.

e Therequestis vexatious.

e Therequest repeats a previous request from the same person.

8.10 Before refusing to provide any information requested, the school should consult
the Information Commissioner’s Office website at www.ico.gov.uk for more
information.

9. Complaints

9.1 Complaints about the above procedures should be made to the Chair of the
Governing Body who will decide whether it is appropriate for the complaint to be
dealt with in accordance with the school’s complaints procedure.

9.2 Complaints which are not appropriate to be dealt with through the school’s
complaints procedure can be dealt with by the Information Commissioner. Contact
details of both will be provided with the disclosure information.

10. Further Advice and Information

10.1 Further advice and information can be obtained from the Information
Commissioner’s Office, www.ico.gov.uk Definition of personal data.

10. GDPR glossary

Term Definition

Personal data The General Data Protection Regulation (GDPR) only applies to
organisations' use of personal data. This is any information relating
to an identified, or identifiable, person.

This may include information such as the person's:

¢« Name

« Contact details

« ldentification number

« Online identifier, such as a username

It may also include anything relating to the person's physical and
mental health, genetics, finances, or their physiological, cultural, or
social identity.
Special Personal data which is more sensitive and so needs more
categories of  protection. It includes information about a person's:
personal data
e Racial or ethnic origin
« Political opinions
e Religious or philosophical beliefs
e Trade union membership
e Genetic information



Processing

Data subject
Data controller

Data processor

Data protection
officer

Data breach

Lawful bases

« Biometrics (such as fingerprints, retina and iris patterns),
where used for identification purposes

e Health — physical or mental

« Sex life or sexual orientation

It also includes information that reveals any of the above
characteristics of an individual, according to Forbes Solicitors. For
example:

e The name and gender of a person's spouse would reveal
the person's sexual orientation

e A photograph could reveal some of the above
characteristics of a person

Anything done to personal data, such as collecting, recording,
organising, structuring, storing, adapting, altering, retrieving, using,
disseminating, erasing or destroying.

Processing can be automated or manual.

The person whose personal data is held or processed (e.g. all your
pupils and staff will be data subjects).

A person or organisation that determines how and why personal
data is processed (e.g your school).

An external person or organisation, who is not employed by your
school, who processes the personal data on your school's behalf
(e.g. your payroll provider, an external careers advice service, or
your parental communications provider).

The person in your school, or an external data protection adviser,
who takes responsibility for monitoring data protection
compliance.

A breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access
to personal data.

There are 6 'lawful bases' (or reasons) that you can use to justify
why you need to process person data. You only need to meet one
of the conditions.


https://www.forbessolicitors.co.uk/secure/business/enquiry.htm?pa=27
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Dear Staff Member

At Newall Green Primary School, we’d like to seek your consent for some of the ways we take and
use your photo. Using your photo helps us to show members of the school community who works
here. We would like your consent in order to take and use your photo in the ways described below.
If you’re not happy for us to do this, that’s no problem — we will accommodate your preferences

USE OF PERSONAL DATA TICK (v)

I am happy for the school to use my photo in displays in school.
I am happy for the school to use my photo on the school website.
I am happy for the school to use my photo in the school newsletter.

I am NOT happy for the school to use my personal data for any of the above
purposes.

So that we can keep our records up to date please let us know if there have been any changes to
the following information that we hold for you;

USE OF PERSONAL DATA ‘ TICK (v)

Title/forename/ surname
Address

Quialifications

Next of kin & their contact details
Personal mobile phone number

Medical conditions we are unaware of for Covid risk assessments

Staff member’s signature: Date



